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3. Components of Omnishield

Omnishield requires a wide range of IP components some mandatory and others optional. It is 
unrealistic for to develop all of these capabilities in house so a number of partnerships
are being contemplated. Below is an outline of the major IP components, the approach 
being taken to secure them and the current status of the work. 

Component Route to develop or 
acquired 

Status 

Virtualized CPUs Internal development M51xx, I6400, P5600, P6600 
available, others under 
development 

Trusted Element (including 
secure boot, crypto and 
authentication services) 

3rd Party working with a 
3rd-party TE vendor.  

Physically Unclonable 
Function (PUF) 

3rd Party working with 
multiple PUF vendors.  

SoC infrastructure with 
virtualization support 

3rd Party Partnership agreement 
signed – non-exclusive 

Other bus masters without 
virtualization support 

3rd Party IOMMU 

Interconnect firewalls  

Hypervisors supporting 
MIPS virtualization 

Partnershipand limited 
internal development 

Various hypervisors available 
• KernKonzept L4re
• PUCRS Hellfire
• Seltech Fexerox
• MEOS-VZ

Trusted Execution 
Environment as Guest OS 
and firmware 

Partnership with funding and 
internal development 

3rd party  (delivery by CQ4 
16). 
Internal development 
underway planned to 
complete in CQ2 2017 

Remote Management 
• Device attestation

services
• Device provisioning

services
• Device update services
• Device – status probing

& Diagnostic  services

Partnerships via prpl working 
group 

Working on developing a 
demo of this capability with 
partners such as Intercede 
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